
Hyper Fox Privacy Policy
Effective Date: July 30, 2025

This Privacy Policy explains how Hyper Fox (“we” or “us”), which includes our Discord bot and the website
hyperfox.world,  collects,  uses,  shares,  and  protects  your  personal  information.  We  are  committed  to
safeguarding user privacy and adhere to applicable privacy laws in the United States (including California,
New York, and other state laws), the European Union (GDPR), and the United Kingdom. By using Hyper Fox,
you agree to the data practices described in this policy.

Information We Collect

We minimize the personal data we collect. The only information we collect from you includes:

Hashed Discord User ID: When you use our Discord bot and visit our website through the bot’s link,
we  identify  your  account  by  a  hashed  version  of  your  Discord  ID.  This  hashed  ID  is  a  unique
anonymized identifier that does not reveal your actual Discord username or ID. We use a one-way
hashing algorithm (with secret salts)  so that the ID cannot be easily reversed to the original ID,
ensuring your privacy is protected . We do not collect any other Discord account information (no
usernames, emails, or avatars). 

Hashed IP Address: For security and anti-fraud purposes, we log your IP address in hashed form.
This means we store an encrypted fingerprint of your IP rather than the IP itself. Logging a hashed
IP helps us detect abuse (for example, preventing one person from creating multiple fake accounts
or exploiting our offers) while maintaining your privacy . We do not currently use the hashed IP in
production, but we plan to implement this soon as an extra fraud prevention measure. As with the user
ID, the hashing is one-way – we cannot retrieve your actual IP from the stored hash.

No Other Personal Data: We do not collect any other personal information. We do not ask for
your  name,  email  address,  physical  address,  phone  number,  or  any  demographic  details.
Importantly, we do not use cookies or any similar tracking technologies on our website .
Our site does not plant any cookies on your device and does not track your activity across other
sites. We also do not use analytics services that would collect additional data about you. In short,
aside from the hashed identifiers mentioned above,  nothing else about you or your device is
collected by Hyper Fox.

How We Use Your Information

We strictly use the limited data we collect to operate and improve the Hyper Fox service. Specifically:

Providing the Service: Your hashed Discord ID is used to recognize you within Hyper Fox’s system.
This allows us to link your Discord account to in-bot games and the offer wall on our website. For
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example,  when you complete a survey or  offer,  we use the hashed ID to credit  your Hyper Fox
account with the appropriate points or rewards.

Offer Wall Integration: We pass your hashed Discord ID to our third-party offer/survey providers
(TheoremReach and AdGem) through an embedded web frame. This unique identifier lets those
providers know which user (in a pseudonymous way) is completing an offer, so they can inform us to
reward you appropriately. Using a hashed ID means that even though we identify you for reward
purposes, your actual identity is not shared with the offer providers.

Fraud Detection and Security: We use the hashed IP address to help detect and prevent fraudulent
or abusive behavior. For instance, if we notice numerous accounts originating from the same hashed
IP, we may investigate for potential abuse. This measure protects the integrity of our rewards system
and helps ensure a fair experience for all users. By hashing the IP, we can flag suspicious activity
without storing your actual IP address in plain text (adding a layer of privacy protection).

Internal Analytics (No Personal Tracking): We may perform basic counting of usage (e.g.  how
many users  use  our  survey  feature)  using  only  anonymous,  aggregate  data.  We do  not profile
individual users or track your behavior beyond what is necessary to run our games and services. Any
usage metrics we collect are devoid of personal identifiers.  We  do not use your information for
advertising or marketing purposes, nor for any kind of personal profiling.

Communication: If you reach out to us (for example, via our support email), we will use any contact
information you provide (such as your email address) only to respond to your inquiry or request.
Since our bot and website themselves do not collect emails or messaging info, the only time we’d
have your contact info is if you initiate contact with us.

We do not use your data for any purpose not described in this policy. In particular, we do not sell, rent, or
monetize your personal data in any way , and we do not use it for automated decisions that produce
legal or similarly significant effects on you.

How We Share Your Information

We know your privacy is important, so we only share your data in a very limited way, as described below:

Offer and Survey Providers: As noted, we share only your hashed Discord ID with our third-party
partners that provide the offer wall and surveys within Hyper Fox. These partners currently include
TheoremReach (surveys)  and  AdGem (offer  wall).  The hashed ID is  provided so that  when you
complete an offer or survey, they can inform us of the completion tied to your account. We do not
share your Discord username, real name, IP address, or any other personal information with
these providers – only the anonymized ID. This ID by itself does not identify you to the providers; it
simply acts as a user number for our system.

Service Providers: We may share information with service providers who support our operations
(for example, our web hosting/datacenter or database provider, or analytics tools that operate on
anonymized data). In all cases, these providers are bound by contracts to only use the data on our
behalf and not disclose it further. They help us run Hyper Fox (e.g. hosting the website and database
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in New York, USA) and are not permitted to use your data for their own purposes. We ensure any
such service providers commit to appropriate privacy and security standards.

Legal Requirements: We may disclose your information if we are legally compelled to do so (for
instance, in response to a valid court order, subpoena, or law enforcement request), or if we believe
in good faith that such disclosure is necessary to comply with applicable laws. We may also share
information if needed to detect or prevent fraud, security issues, or other technical problems, or to
protect the rights, property, or safety of Hyper Fox, our users, or the public. If we ever receive a
government or legal request for user data, our policy is to review it carefully and only comply if
required by law.

Business Transfers: In the unlikely event that Hyper Fox undergoes a business transaction such as a
merger,  acquisition,  or  sale  of  assets,  user  information  (which  in  our  case  is  minimal)  may  be
transferred to the new owner/partner as part of that deal. If such a transfer occurs, we will ensure
the successor honors the commitments we have made in this Privacy Policy regarding your data.

Importantly, we do NOT sell your personal information to anyone . “Selling” in this context means
sharing it for monetary gain or for others’ independent use, which we do not do. The only sharing we do is
the necessary sharing outlined above (e.g. with our service partners to run the offer system, or as required
by law). We also do not share data for targeted advertising or marketing purposes. In other words, your
hashed IDs and IPs are used strictly within the confines of the Hyper Fox service and its requisite features.

Third-Party Offer Providers (TheoremReach and AdGem)

Hyper Fox works with third-party companies to provide  rewarded surveys and offer walls that you can
complete to earn points. The two main partners are TheoremReach (for surveys) and AdGem (for various
offers like apps, videos, etc.). While using these features, it’s important to understand how your data might
be handled by these third parties:

Data Shared with Providers: As noted, we only transmit a hashed identifier (your Discord ID in
hashed form) to TheoremReach and AdGem. This allows them to associate survey completions or
offer completions with your Hyper Fox account for reward purposes. We do not send them your
actual  Discord  ID,  name,  or  any  other  personal  details.  Because  the  ID  is  hashed,  it’s  a
pseudonymous tag that by itself does not reveal your Discord identity to the provider.

Data Collected by Providers: When you engage with a survey or offer,  you are interacting with
TheoremReach or AdGem directly through an embedded frame on our site. These providers may
collect additional information from you or your device during that interaction. For example, they
might use their own cookies, gather device identifiers, IP address, or other usage information, and
of course, any answers you provide in a survey are collected by them. They may also have anti-fraud
measures (device fingerprinting, etc.) and could link your participation to other data they have
about  you. This  data  collection  is  governed by  their privacy  policies,  not  ours.  We want  to  be
transparent that  TheoremReach and AdGem have their own terms regarding data use,  which
can be more extensive than our minimal data collection.
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Third-Party Privacy Practices: Both TheoremReach and AdGem may use or share the information
they collect  for  various purposes,  such as  improving their  services,  preventing fraud,  or  even
monetizing  data  (for  instance,  targeted advertising  or  research).  In  fact,  AdGem’s  privacy  policy
indicates it may share personal information with affiliates and service providers for purposes like
marketing and analytics . Some offer providers in this industry  do sell or license data about
user responses and behaviors as part of their business models.  Hyper Fox does not endorse or
control how these third parties use your data, but we want you to be aware of it.  We strongly
encourage you to review the privacy policies of TheoremReach and AdGem (available on their
websites) before participating in offers or surveys, so you understand what data they might collect
and how they might use it.

Limiting Data Exposure: By using hashed IDs, Hyper Fox limits the personal data we directly share
with these providers. They see an alphanumeric user ID and nothing that immediately identifies you
as a Discord user or reveals your real identity. This is one way we protect your privacy. Nonetheless,
any information you voluntarily provide to an offer (e.g., filling out a survey with demographic info)
will naturally be obtained by that provider. If you have concerns about a particular survey question or
offer, you have the choice not to participate.

In summary,  while Hyper Fox itself collects very little information about you, the third-party offer
walls you access through our service operate under their own privacy and data collection rules. We
only share what is absolutely necessary (the hashed ID) and we do not provide them with your personal
info. But for any additional data those services collect directly, please refer to TheoremReach’s and AdGem’s
privacy documentation. We want you to feel informed and in control when using these features.

Cookies and Tracking Technologies

For clarity, we reiterate that  Hyper Fox does not use any cookies, trackers, or profiling scripts on our
website. When you visit hyperfox.world (for example, to access the survey/offer iframe), we do not place
cookies on your browser, and we do not use web beacons, local storage, or any similar tracking technology.
There are no Google Analytics, advertising pixels, or social media plugins on our site. This means we are not
tracking your browsing behavior in the way many websites do with cookies. Your interaction with our site
is essentially limited to the functional content (the game-related frames) and nothing more. This approach
ensures  that,  aside  from  the  necessary  communication  with  our  offer  providers,  your  web  browsing
remains private and untracked by Hyper Fox .

(Note: TheoremReach and AdGem’s embedded content may use cookies or tracking on their side within the iframe.
Those would be subject to their policies, and outside of Hyper Fox’s direct control. Hyper Fox itself, however, sets no
cookies and performs no cross-site tracking.)

Data Retention

We retain the minimal data we collect for only as long as necessary to fulfill the purposes described in this
policy:

Hashed Discord IDs: We keep your hashed user ID in our database as long as you are an active user
of  Hyper  Fox.  This  allows  us  to  keep  crediting  your  account  with  points  and  processing  your
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redemptions. If you stop using Hyper Fox, we may continue to retain the hashed ID (and associated
reward history) for a period of time in case you return, and to maintain the integrity of our rewards
system and prevent duplicate accounts.  However,  if  you request deletion of your data (see  Your
Rights below), we will remove your hashed ID from our records.

Hashed  IP  Addresses: Once  implemented,  hashed  IP  logs  will  be  retained  for  a  limited  time
necessary for fraud detection. We anticipate only keeping a rolling record (for example, hashed IPs
associated with actions might be kept for a few months). We will not retain hashed IP data longer
than needed to identify and mitigate abuse patterns. Regular purging will ensure we aren’t keeping
even pseudonymous IP information indefinitely. If the hashed IP becomes irrelevant (e.g., no fraud
detected related to it), it will be deleted or overwritten in due course.

Survey/Offer Completion Data: When you complete offers or surveys,  we record the event (for
instance,  that  a certain hashed user earned points from a specific offer at  a  given time).  These
records are kept to track your point balance, enable reward redemption, and for auditing our system
(preventing fraud or errors in crediting). We keep these transactional logs for as long as you have an
account, and for a reasonable time after, in case of disputes or audits. Aggregated (non-personal)
statistics about offers (like total offers completed) may be retained indefinitely, but those contain no
personal identifiers.

Communication  Records: If  you  contact  us  via  email  or  support,  we  may  retain  that
correspondence (including your email address and any other info you provide) for as long as needed
to address your issue and as required by law or our internal backup policies. If you request deletion
of such communications, and if we are not legally required to keep them, we will delete those as
well.

When data is  deleted from our active systems,  we will  also ensure it  is  removed from any backups or
archives within a reasonable timeframe (though note that backups may not be immediate to update, but we
will not restore deleted data back into active systems). All deletions are permanent and irrecoverable – once
your hashed ID or other info is removed, it cannot be retrieved.

Your Rights and Choices

We respect your rights over your personal data. Because we operate internationally, different laws may
grant you specific rights. Regardless of your location,  we provide all users with the ability to inquire
about, access, or delete their data. Key rights include:

Right to Access: You have the right to ask us for a copy of the personal data we hold about you
(which, in our case, would typically just be your hashed Discord ID and any related reward records).
We will provide you with a summary of that information in a readable format, explaining what we
have and how it’s used.

Right to Deletion: You have the right to request that we delete the personal information we have
collected from you. As noted, this primarily means you can ask us to remove your hashed Discord ID
from our systems (which would effectively terminate your Hyper Fox account and erase your points
and reward history), and to delete any associated records like offer completions tied to your ID. We
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honor deletion requests unless we have a specific legal obligation to retain data (for example, for
fraud investigations or a legal dispute). Once your data is deleted, you will not be able to recover any
points or account history, so please consider that when making a deletion request.

Right  to  Correction: If  you  believe  the  information  we  have  (limited  as  it  is)  is  incorrect  or
incomplete, you have the right to request we correct it. This might be seldom needed given we only
store hashed IDs and numeric values (points), but if, for instance, you think there’s an error in your
points balance due to a data issue, you can contact us to investigate and rectify it.

Right to Know (California Residents): If you are a California resident, you have the right to request
that  we  disclose  certain  information  to  you  about  our  collection  and  use  of  your  personal
information over the past 12 months, such as the categories of personal information collected, the
purposes, and any third parties with whom we shared it. This Privacy Policy is intended to provide
much of that information openly (we collect identifiers like a hashed ID and IP, use them for service
and fraud prevention, and share only as described). But you can also contact us for further details or
confirmation of these points, and we will respond as required by the California Consumer Privacy Act
(CCPA) and the California Privacy Rights Act (CPRA).

Right to Opt-Out of Sale/Sharing: We do not sell your data, so there is no sale to opt out of . If
you are in a jurisdiction with “Do Not Sell or Share” rights (like California), rest assured we already do
not sell or share personal info for cross-context advertising. If that ever changes (unlikely for our
service), we will update this policy and provide a mechanism for you to opt out. As of now, there’s no
need for an opt-out because we simply don’t engage in those practices.

Right to Non-Discrimination: We will never punish or treat you differently for exercising any of your
privacy rights. If you ask to delete your data, we won’t deny you the use of our service except insofar
as we cannot provide the service without that data (for example, if you delete your hashed ID, you
can’t  earn or  redeem points  because we no longer  have a  record of  you –  but  that’s  a  natural
consequence,  not  a  punitive  action).  We  do  not  offer  financial  incentives  for  your  data,  so  no
discrimination issue arises in that context either.

GDPR Rights (EU/UK Users): If you are in the European Union or United Kingdom, in addition to the
above rights, you have rights under the GDPR and UK data protection law, including: the right to
object to or  restrict certain processing (though note, we process very minimally and only what’s
necessary for the service – if you object to, say, processing your ID, we’d likely have to deactivate
your use of the service as we cannot run it without an identifier); the right to data portability (we
can provide your data in a portable format upon request, though this is basically just the hashed ID
and points history); and the right to  withdraw consent if  we relied on consent (for most of our
processing, we rely on contractual necessity or legitimate interests, but where we do rely on consent,
you can withdraw it at any time). You also have the right to lodge a complaint with a Data Protection
Authority in your country if you believe we have violated your data rights.

To exercise any of your rights or make any requests regarding your personal data,  please contact us at
contact@hyperfox.world . We may need to verify your identity (for example, by confirming you control

the Discord account in question) before fulfilling certain requests, to ensure we don’t delete or disclose data
to the wrong person. Verification might involve asking you to perform a certain action via the Hyper Fox
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Discord bot or provide certain information that only you would know. We will respond to requests as soon
as possible and within any timeframe required by law (e.g., within 30 days for many requests).

Age Restrictions

Our service is intended for users who are 18 years of age or older. Hyper Fox is a rewards and gaming
service that is strictly 18+. We do not knowingly collect or solicit personal information from anyone under
the age of 18 . The content and offers provided (such as surveys and games of skill/chance) are geared
toward adults, and our Terms of Service also prohibit under-18 users.

If you are under 18, please do not use Hyper Fox or provide any information to us. If we learn that we have
inadvertently collected data from a person under 18, we will delete that information promptly. Similarly, if a
parent  or  guardian  becomes  aware  that  a  minor  under  their  care  has  used  Hyper  Fox  and  provided
personal  data,  please contact  us at  contact@hyperfox.world  so we can take appropriate action to
remove the data and terminate the minor’s account.

(Note: Our third-party offer providers may have their own age restrictions (often 18+ as well, given the nature of
surveys/offers). We are not responsible for any misrepresentation of age a user might make to those services, but
if we discover a user is underage, we will enforce our restriction.)

By using Hyper Fox, you affirm that you are at least 18 years old.

Data Security

We take the security of your data seriously and implement reasonable and appropriate measures to protect
it. Given that we store very limited personal data, we focus on keeping those data elements pseudonymized
and secure:

Hashing and Encryption: As described, we store your Discord ID and IP in hashed form, which is a
form of encryption that is one-way. This means even in the unlikely event of unauthorized access to
our database, an attacker would only see hashed values, not your actual Discord ID or IP. We use
industry-standard  cryptographic  hashing  algorithms  (with  salting  and  peppering  techniques)  to
ensure  these  hashes  cannot  feasibly  be  reversed  or  cracked.  Additionally,  any  sensitive
communications  between the  Discord  bot,  our  website,  and  our  database  are  transmitted  over
encrypted connections (HTTPS).

Access  Controls: Our  servers  and  databases  are  protected  by  firewalls  and  network  security
measures. Access to production data is restricted to authorized personnel only (in practice, only the
Hyper  Fox  developer/administrator).  We  employ  authentication,  keys,  and,  where  possible,
encryption at rest to guard the data. Physical access to servers (if any) is controlled by our hosting
provider’s  security  measures.  We  limit  any  third-party  access  to  the  bare  minimum  required  to
operate the service.

Organizational Practices: We maintain up-to-date security practices,  including keeping software
and  dependencies  updated  to  patch  vulnerabilities,  monitoring  for  suspicious  activities,  and
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regularly  reviewing  our  code  and  configurations  for  security  improvements.  We  also  plan  for
backups and disaster recovery, to protect data integrity in case of hardware failures.

Despite all these precautions, it’s important to note that no method of transmission or storage is 100%
secure on the internet . We strive to protect your information and have implemented strong safeguards,
but we  cannot guarantee absolute security.  For example, there’s always some risk that data could be
accessed unlawfully through a breach or due to factors outside our control (such as zero-day exploits or if
you have a compromised Discord account).  You use Hyper Fox at your own risk, understanding that we
are  doing  our  best  to  keep  your  data  safe.  We  will  promptly  inform  users  of  any  data  breach  that
compromises personal data, and take necessary steps to mitigate any harm.

By keeping only hashed and minimal data, we aim to ensure that even in a worst-case scenario, your actual
personal information remains protected (since we simply do not store it in plain form). We also invite users
to notify us at contact@hyperfox.world  if you have any security concerns or suspect any vulnerabilities
in our system – responsible disclosure is welcomed.

International Data Transfers

Hyper  Fox  is  operated  from the  United States (our  servers  are  hosted  in  New York,  USA).  If  you  are
accessing our service from outside the US, please be aware that your limited personal data (like the hashed
ID and IP)  will  be transferred to and processed in the United States.  This may involve storing data on
servers located in the US. The U.S. may not have the same level of data protection laws as your home
country (for example, European users’ data will be in a country that, at present, is not covered by an EU
adequacy decision). 

However, we take steps to ensure that your privacy is respected according to this policy no matter where
our servers are located. By using Hyper Fox, you  consent to the transfer of your information to the
United States and acknowledge that it  will  be subject to U.S.  laws. We will  handle your information in
accordance with this Privacy Policy, and for EU/UK users, we rely on legitimate interest (providing you the
service you requested) as the lawful basis for this transfer and processing. If necessary, we are willing to
enter  into  Standard  Contractual  Clauses  or  similar  agreements  to  satisfy  international  data  transfer
requirements, although given the extremely limited data we process, our exposure is minimal.

If  you have any questions about international data handling or want more information on how we can
accommodate  local  data  protection  requirements,  please  contact  us.  We  continuously  monitor  legal
developments (such as new EU-U.S. data transfer frameworks) to ensure compliance.

Changes to This Privacy Policy

We may update or modify this Privacy Policy from time to time to reflect changes in our practices, legal
requirements, or for other operational reasons. If we make material changes (i.e., changes that significantly
affect how your personal data is handled), we will notify users by posting the updated policy on our website
and (for important changes) by an announcement via the Hyper Fox Discord bot or server. We will update
the “Effective Date” at the top of this policy to indicate when the changes take effect. 
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It’s a good idea to review this Privacy Policy periodically to stay informed about how we are protecting your
information.  Your  continued  use  of  Hyper  Fox  after  any  changes  to  this  policy  constitutes  your
acceptance of the updated terms. If you do not agree with any update, you should discontinue using the
service and can request that your data be deleted.

We keep prior versions of this Privacy Policy archived, and you can request a copy if you’re interested in
seeing how it has evolved. (For minor changes that do not materially affect your rights, we may not send
out a specific notice, but the changes will still be reflected in the posted policy online.)

Contact Us

If you have any questions, concerns, or requests regarding this Privacy Policy or your personal data, please
do not hesitate to contact us:

Email: contact@hyperfox.world

This is the dedicated contact for privacy inquiries, data access/deletion requests, or any other issues related
to your personal information and rights. We will respond as promptly as possible to address your inquiry. 

You  may  also  reach  out  to  us  through  our  official  Discord  support  channel  (if  available)  for  general
questions about the service, but for anything privacy-specific (like exercising your rights), email is the best
documented way to contact us.

Hyper Fox values your privacy and trust.  By keeping our data collection minimal and transparent,  we aim to
provide a fun and rewarding experience with as little intrusion as possible. Thank you for using Hyper Fox, and we
hope this policy helps you understand exactly what happens with your data (which, as you’ve seen, is not very
much!).

horizon.pics
https://horizon.pics/privacy

Privacy Policy
https://arc.net/privacy

Privacy Policy | AdGem
https://adgem.com/privacy-policy/

Privacy Policy – Gravel
https://letsgravel.com/privacy-policy/

Privacy Policy | Florida's Law Firm for Business
https://www.gunster.com/privacy

1 3

2

4

5

6

9

mailto:contact@hyperfox.world
https://horizon.pics/privacy#:~:text=,aggregated%20statistics%20on%20login%20and
https://horizon.pics/privacy#:~:text=,shared%20with%20your%20explicit%20consent
https://horizon.pics/privacy
https://arc.net/privacy#:~:text=We%20do%20NOT%20use%20cookies,not%20to%20collect%20any%20other
https://arc.net/privacy
https://adgem.com/privacy-policy/#:~:text=or%20are%20under%20common%20control,protect%20against%20fraud%20or%20for
https://adgem.com/privacy-policy/
https://letsgravel.com/privacy-policy/#:~:text=7
https://letsgravel.com/privacy-policy/
https://www.gunster.com/privacy#:~:text=We%20strive%20to%20keep%20your,that%20guard%20against%20unauthorized%20access
https://www.gunster.com/privacy

	Hyper Fox Privacy Policy
	Information We Collect
	How We Use Your Information
	How We Share Your Information
	Third-Party Offer Providers (TheoremReach and AdGem)
	Cookies and Tracking Technologies
	Data Retention
	Your Rights and Choices
	Age Restrictions
	Data Security
	International Data Transfers
	Changes to This Privacy Policy
	Contact Us


